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Economics of Cybersecuri our Best Is Not Good Enou

“You’re gonna need a bigger boat...”

Credit: Slane Cartoons Limited
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Median Dwell Time by Detection Source, 2025
2025 Median dwell time for incidents
_ in which adversaries notified
organizations of a compromise,
often in the form of a ransom
demand, was seven days in 2025,
slightly higher than five days in 2024.
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2025 Median dwell time for incidents
in which adversaries notified
organizations of a compromise,
often in the form of a ransom
demand, was seven days in 2025,

slightly higher than five days in 2024.
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Endpoint Detection and Response (EDR)
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Endpoint Detection and Response (EDR)

e “Endpoint”: server, workstation, laptop — “normal” (Windows, Linux, macOS) computers
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Endpoint Detection and Response (EDR)

e “Endpoint”: server, workstation, laptop — “normal” (Windows, Linux, macOS) computers
e Historical roots of EDR: Antivirus

e scanned (binary) files on disk, checked “signatures”
e not scalable, can’t deal with “polymorphic” malware, no runtime protection...
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Endpoint Detection and Response (EDR)

e “Endpoint”: server, workstation, laptop — “normal” (Windows, Linux, macOS) computers
@ Historical roots of EDR: Antivirus

e scanned (binary) files on disk, checked “signatures”

e not scalable, can’t deal with “polymorphic” malware, no runtime protection...
o Basic idea of EDR: computer equivalent of Covid lockdown

e monitor everything: processes, file operations, memory operations, network connections...

e block anything suspicious (allow whitelisting)
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Endpoint Detection and Response (EDR)

e “Endpoint”: server, workstation, laptop — “normal” (Windows, Linux, macOS) computers
@ Historical roots of EDR: Antivirus

e scanned (binary) files on disk, checked “signatures”

e not scalable, can’t deal with “polymorphic” malware, no runtime protection...
o Basic idea of EDR: computer equivalent of Covid lockdown

e monitor everything: processes, file operations, memory operations, network connections...

e block anything suspicious (allow whitelisting)

e Endpoint agent (EDR application, kernel driver/module/API) +
management server (DB, logic, Ul, integrations)

e kernel component intercepts and suspends operation, collects information about the “event”
o if EDR application can make a decision it responds — fast
o else EDR application reports “event” to the management server and external databases

(VirusTotal, Kaspersky, etc.), waits for decision, and responds to the kernel — slow

kernel component either allows the suspended operation or blocks it

in case of trouble set severity, raise an alarm. . .

management/Ul may suggest further operations (“playbook’) or trigger them automatically
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Additional Capabilities

@ File scan

o usually executable binaries
o with Al, probably much more (problematic)

Filesystem scan (periodic or on demand)
Determining package version, vendor, information on installation
Reporting events that are not suspicious (to learn from, establish baseline, etc.)

Event reporting to systems that aggregate the information from multiple sources (patience. .. )

Integrations with 3rd parties for response (more patience. . .)

o firewalls
o NAC (Network Access Control)
o “sandboxes”
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Sounds Good, But There Are Tradeoffs
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Sounds Good, But There Are Tradeoffs

@ You need to install privileged 3rd party software on your endpoints

o This is only possible sometimes (servers and laptops/desktops)

e Apple and Google won’t be happy about 3rd parties messing with their smartphones

e What about industial controllers, sensors, HVAC, medical devices, printers, videoconferencing,
physical access, smart lightbulbs, other OT/IoT?...
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Sounds Good, But There Are Tradeoffs

@ You need to install privileged 3rd party software on your endpoints

o This is only possible sometimes (servers and laptops/desktops)
e Apple and Google won’t be happy about 3rd parties messing with their smartphones
e What about industial controllers, sensors, HVAC, medical devices, printers, videoconferencing,
physical access, smart lightbulbs, other OT/IoT?...
o The software will interfere with normal operation...
e May block important or even mission-critical operations, sometimes in error
May slow everything down (not always critical or important)

o
e May be incompatible with your own software development
o Will consume resources
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o The software must be managed

o Installation, monitoring, upgrades...
e Do your security needs fit your change windows?
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Sounds Good, But There Are Tradeoffs

@ You need to install privileged 3rd party software on your endpoints
o This is only possible sometimes (servers and laptops/desktops)
e Apple and Google won’t be happy about 3rd parties messing with their smartphones
e What about industial controllers, sensors, HVAC, medical devices, printers, videoconferencing,
physical access, smart lightbulbs, other OT/IoT?...
o The software will interfere with normal operation...
e May block important or even mission-critical operations, sometimes in error
e May slow everything down (not always critical or important)
e May be incompatible with your own software development
e Will consume resources
o The software must be managed
o Installation, monitoring, upgrades...
e Do your security needs fit your change windows?
@ “Security is our top priority”
e outside of our 50 real top priorities (no contradiction)
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An Issue of Trust

The EDR software is developed by an independent vendor
e and runs everywhere

It must run at the highest privilege level to do its job

It knows nothing about your actual business

It thinks it is the most important thing of all

It tries to protect itself from everything and everyone, including your own sysadmins

It can break everything else!

e mission-critical applications
e reboots, backups, updates, etc., etc.

Do you trust the vendor?
Do you trust the quality of the vendor’s software?

What happens if you deploy EDR from more than one vendor?
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The Big EDR Secret: The Base Rate Fallacy

@ EDR vendor: “We have a great product, no more that 0.1% false positives!”
@ Do you trust them? Assume you do, and deploy the product.
@ An “event” happens, EDR springs into action!

@ “Null hypothesis”: situation normal, no attack

Detection Normal Attack
Actual
Null hypothesis true True negative False positive
(normal) (correct decision) (Type I error)
Null hypothesis false False negative True positive
(attack) (Type II error) (correct decision)
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The Big EDR Secret: The Base Rate Fallacy

[

@ EDR vendor: “We have a great product, no more that 0.1% false positives
@ Do you trust them? Assume you do, and deploy the product.
@ An “event” happens, EDR springs into action!

@ “Null hypothesis”: situation normal, no attack

Detection Normal Attack
Actual
Null hypothesis true True negative | False positive
(normal) 99.9 % 0.1%
Null hypothesis false || False negative | True positive
(attack) 0% 100 %
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The Big EDR Secret: The Base Rate Fallacy

[

@ EDR vendor: “We have a great product, no more that 0.1% false positives
@ Do you trust them? Assume you do, and deploy the product.
@ An “event” happens, EDR springs into action!

@ “Null hypothesis”: situation normal, no attack

Detection
10K events Normal Attack
Null hypothesis true True negative | False positive
9,999 9,989 10
Null hypothesis false False negative | True positive
1 0 1

Oleg Goldshmidt Last Line of Defense: Detection, Response, Deception ©2026 Oleg Goldshmidt



The Big EDR Secret: The Base Rate Fallacy

[

@ EDR vendor: “We have a great product, no more that 0.1% false positives
@ Do you trust them? Assume you do, and deploy the product.
@ An “event” happens, EDR springs into action!

@ “Null hypothesis”: situation normal, no attack

Detection
100K events Normal Attack
Null hypothesis true True negative | False positive
99,999 99,899 100
Null hypothesis false False negative | True positive
1 0 1
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The Big EDR Secret: The Base Rate Fallacy

[

@ EDR vendor: “We have a great product, no more that 0.1% false positives
@ Do you trust them? Assume you do, and deploy the product.
@ An “event” happens, EDR springs into action!

@ “Null hypothesis”: situation normal, no attack

Detection
100K events Normal Attack
Null hypothesis true True negative | False positive
99,999 99,899 100
Null hypothesis false False negative | True positive
1 0 1

@ Detection is completely dominated by false positives
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Mitigating EDR False Positives
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Mitigating EDR False Positives

@ Be smart:

Report the event, consult internal and external databases

Hopefully, something will tell you automatically that it is a false positive

If needed, let the security team investigate

If identified as false positive generate an exception on each endpoint (and hide the event)
If the event happens again it will not be reported
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Mitigating EDR False Positives

@ Be smart:

Report the event, consult internal and external databases

Hopefully, something will tell you automatically that it is a false positive

If needed, let the security team investigate

If identified as false positive generate an exception on each endpoint (and hide the event)
If the event happens again it will not be reported

o At a cost:

Exception list grows

Needs more and more resources (network, memory) — some mitigation possible

Going through the exception list on each event takes time — some mitigation possible again
Logic may be complex: A is OK, but not if B happens, but still OK if C...
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Mitigating EDR False Positives

@ Be smart:

Report the event, consult internal and external databases

Hopefully, something will tell you automatically that it is a false positive

If needed, let the security team investigate

If identified as false positive generate an exception on each endpoint (and hide the event)
If the event happens again it will not be reported

o At a cost:

Exception list grows

Needs more and more resources (network, memory) — some mitigation possible

Going through the exception list on each event takes time — some mitigation possible again
Logic may be complex: A is OK, but not if B happens, but still OK if C...

o A difficult — and very generic — issue in general
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Cloud Workload Protection

@ Cloud is not “separate”
o Consists of endpoints that are “‘someone else’s computers” (AWS, Azure, GCP, etc.)

Even you cannot completely control those ‘‘someone else’s computers”, how can a 3rd party
(EDR vendor) cope?

In particular, often you cannot modify the kernel (typically Linux) or control updates, etc.
Luckily, typically “‘someone else’s computers” run “container workloads”

“Containers” are isolated application environments that share the host’s kernel

One can run a “privileged container” that can add limited functionality to the kernel
o Sufficient for detection, response (e.g., blocking) is more complex

Can monitor everything that happens in every other container on the same host

@ The rest is basically the same as “on premise” EDR
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Network Detection and Response (NDR)

@ Historical roots: Intrusion Detection Systems (IDS)
o Basic idea of NDR: detect attackers’ network activity
o lateral movement
e communication with C&C servers
o “next stage” downloading
o information retrieval
e etc.
@ Who is talking to who?
e North—South vs. East—West
o should they talk?
@ No need to install software on endpoints — big advantage!
@ Just connect a passive device to network in “promiscuous mode” and monitor traffic
@ Collect “baseline” data (assume ““clean state”), detect anomalies (ML/AI/BA)
o Performance requirements, network protocol expertise
@ Trust and privacy considerations when deep packet inspection (DPI) is involved
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Extended Detetction and Response (XDR)

Aggregate EDR, NDR, other data sources (logs, emails, workloads, etc.) and analyze all
Correlate events from multiple sources

Do all sorts of “AI”

Marketed as a catch-all solution

May be very complex

Integration may be difficult and incomplete
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Faking Everything: Deception Technology

@ Connect a computer (physical or virtual — may be small) to every subnet in the
organizational network
e Yes, it is possible, and it is possible to guarantee that no traffic will cross from one subnet to
another through your computer
@ Run software that mimics the behaviour of real computer assets on the network
fake hardware addresses
fake operating system behaviour, including network stack, services, protocols, etc.
fake configuration, filesystems, users, credentials, etc.
fake applications (protocols, behaviour, contents, etc.)

Nothing is real, it does not provide any real service to any normal user or program
A good enough fake looks attractive to attackers (no need to be perfect)
Historical roots: “honeypots” (basically “research projects”)

As many honeypots (“traps”) as you want on each subnet, each trap fakes a different asset

Very scalable — a single program, no need for a separate instance per trap
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Economics of Deception

@ Defence becomes simple and cheap:

No endpoint-related headache, minimal resources (most expensive — IP addresses)

No need to develop software for OT/IoT/HVAC/industrial/whatever — need only to fake them
Trivial deployment (from experience — 20-30 minutes)

Self-configuring (extensive customizations possible)

Low maintenance (1/2 person managing hundreds of industrial sites globally)

Detection from the first packet (short dwell time)

NO false positives

o Offence becomes difficult and risky

Analogy #1: minefield — one wrong step and you are blown
Analogy #2: undercover op — you don’t know who is a cop
Red team behavior patterns

@ The economics is back on its feet!

Oleg Goldshmidt
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Deception: Some Notable Features

o Ingest asset management DB, scan the networks, and configure yourself
o How many traps? What kinds? Fake HW, fake OS, fake apps for each.
o Generate configurations and contents: hostnames, users, credentials, filesystems, DB contents
o If needed, start talking on the network
o Talk to everybody
o Respond to network scans
e Respond to application protocol communications
e At some point even an amateur art critic recognizes a fake Rembrandt. . .
o But he will be detected from the first network packet. ..

Dynamic orchestration

Appease ransomware

BYOT: Build Your Own Trap (including GUI, etc.)

“Full OS” traps

“Baits” on real endpoints (warning: you’ll get false positives!)

@ Some cute new AI/LLM developments. ..
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The Response Part (A Lot More Than You Can Imagine)

For EDR operations may be blocked on the endpoint

Firewall integration (typically temporary rules lest something critical is blocked)
NAC: Network Access Control

Sandboxes

Custom rules (“playbooks™)
Get someone competent out of bed and make them sweat. A lot. ..

o 1. clean up, 2. identify how the bad guys got in, 3. plug all the holes, 4. make sure no malware
remains (including in backups), 5. do full backup (of the clean state) anew, 6. test restoration. . .
Report everything to centralized aggregators
e SIEM — Security Information and Event Management
o collect, aggregate, correlate, analyze
o SOAR — Security Orchestration, Automation, and Response

@ automate and orchestrate incident response
e Did I mention XDR?

@ ‘“next step in evolution

CLINTS

, “not a replacement”
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Threat Hunting

o Let’s say we found a threat with EDR, NDR, Deception at one customer. ..
e maybe even a zero-day
o Let’s identify other customers who may be vulnerable to this threat

o similar type of organization, similar business (e.g., manufacturing, medical, etc.)
o deploying similar equipment and/or software

Let’s inform those other customers about the threat, maybe suggest mitigation steps, etc.
e of course, after anonymization, etc.

@ Maybe license and price this separately, make it optional

o If you opt out you won’t get the information

Initial concern: companies won’t agree, maybe won’t trust anonymization, etc.

@ Turns out most of them talk to each other, anyway!
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The Last Lines

@ Post-breach capabilities are essential — just ask the insurance companies
o EDR/NDR is considered a must-have

e Required by compliance, MITRE ATT&CK certification is asked for, etc.
o Despite the drawbacks, “security is our top priority”

@ Deception is not as common

o Arrived at the scene when even more basic capabilities were missing
o Organizations that deploy it tend to swear by it

@ A combination is likely to be effective

o But you may need a bigger boat...
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@ Post-breach capabilities are essential — just ask the insurance companies
o EDR/NDR is considered a must-have

e Required by compliance, MITRE ATT&CK certification is asked for, etc.
o Despite the drawbacks, “security is our top priority”

@ Deception is not as common

o Arrived at the scene when even more basic capabilities were missing
e Organizations that deploy it tend to swear by it

@ A combination is likely to be effective

o But you may need a bigger boat...

QUESTIONS?
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